

















libSRTP

Chapter 1

Introduction to lIbSRTP

This document describes libSRTP, the Open Source Secure RTP library from Cisco Systems, Inc. RTP is the Real-time
Transport Protocol, an IETF standard for the transport of real-time data such as telephony, audio, and video, defined
by RFC1889. Secure RTP (SRTP) is an RTP profile for providing confidentiality to RTP data and authentication to the
RTP header and payload. SRTP is an IETF Proposed Standard, and is defined in RFC 3711, and was developed in the
IETF Audio/Video Transport (AVT) Working Group. This library supports all of the mandatory features of SRTP, but
not all of the optional features. See the Supported Features section for more detailed information.

This document is organized as follows. The first chapter provides background material on SRTP and overview of
libSRTP. The following chapters provide a detailed reference to the libSRTP API and related functions. The reference



libSRTP 1.2 Supported Features

« Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.
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Considerations section of the Internet Draft. In addition, it is important that you read and understand the terms
outlined in the License and Disclaimer section.
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be distinct. This requirement can be enforced by using the convention that each SRTP and SRTCP key is used for
encryption by only a single sender. In other words, the key is shared only across streams that originate from a particular
device (of course, other SRTP participants will need to use the key for decryption). libSRTP supports this enforcement
by detecting the case in which a key is used for both inbound and outbound data.

1.6 libSRTP Overview



libSRTP 1.7 Example Code
1.7 Example Code

This section provides a simple example of how to use libSRTP. The example code lacks error checking, but is func-


http://www.isma.tv/specreq.nsf/SpecRequest.



http://mpeg4ip.sourceforge.net/.
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Module Documentation
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Functions

« err_status_t srtp_init (void)
srtp_init() initializes the srtp library.

« err_status_t srtp_shutdown (void)
srtp_shutdown() de-initializes the srtp library.

« err_status_tsrtp_protect (srtp_t ctx, void rtp_hdr, int len_ptr)
srtp_protect() is the Secure RTP sender-side packet processing function.

« err_status_t srtp_unprotect (srtp_t ctx, void srtp_hdr, int len_ptr)
srtp_unprotect() is the Secure RTP receiver-side packet processing function.

« err_status_tsrtp_create (srtp_t session, const srtp_policy_t policy)
srtp_create() allocates and initializes an SRTP session.

« err_status_t srtp_add_stream (srtp_t session, const srtp_policy_t policy)
srtp_add_stream() allocates and initializes an SRTP stream within a given SRTP session.

« err_status_tsrtp_remove_stream (srtp_t session, unsigned int ssrc)
srtp_remove_stream() deallocates an SRTP stream.

« void crypto_policy set rtp_default (crypto_policy t p)
crypto_policy_set_rtp_default() sets a crypto policy structure to the SRTP default policy for RTP protection.

« void crypto_policy_set_rtcp_default (crypto_policy t p)
crypto_policy_set_rtcp_default() sets a crypto policy structure to the SRTP default policy for RTCP protection.

« void crypto_policy set aes cm_ 128 hmac_shal 32 (crypto_policy t p)
crypto_policy_set_aes_cm_128 hmac_shal_32() sets a crypto policy structure to a short-authentication tag policy

« void crypto_policy _set_aes cm_128 null_auth (crypto_policy t p)
crypto_policy_set_aes_cm_128 null_auth() sets a crypto policy structure to an encryption-only policy

« void crypto_policy set _null_cipher_hmac_shal_80 (crypto_policy t p) void196J0 0 1196Ja 1196JG [-250196Jpto_polil96Jy_set nt
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4.1.1.2 #define SRTP_MAX_TRAILER_LEN SRTP_MAX_TAG_LEN
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adequate only for protecting audio and video media that use a stateless playback function. See Section 7.5 of RFC
3711 (http://www. ietf.org/rfc/rfc3711. txt).

This function is a convenience that helps to avoid dealing directly with the policy data structure. You are encouraged


http://www.ietf.org/rfc/rfc3711.txt
http://www.ietf.org/rfc/rfc3711.txt
http://www.ietf.org/rfc/rfc3711.txt
http://www.ietf.org/rfc/rfc3711.txt
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4.1.4.4 void crypto_policy set aes cm_256_hmac_shal 32 (crypto_policy t p)

Parameters:

p is a pointer to the policy structure to be set

The function call crypto_policy_set aes cm_256_hmac_shal 32(&p) sets the


http://www.ietf.org/rfc/rfc3711.txt
http://www.ietf.org/rfc/rfc3711.txt
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Returns:
void.
4.1.4.6 err_status_tcrypto_policy set from_profile_for_rtcp (crypto_policy t policy, srtp_profile_t profile)

Parameters:

p
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4.1.4.10 void crypto_policy set_rtp_default (crypto_policy t p)

Parameters:

p
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policy is the srtp_policy t
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packet and
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Returns:

« err_status_ok if the stream deallocation succeded.
« [other] otherwise.

4.1.4.17 err_status_tsrtp_shutdown (void)

Warning:

No srtp functions may be called after calling this function.

4.1.4.18 err_status_tsrtp_unprotect (srtp_t ctx, void srtp_hdr, int len_ptr)
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4.4 Cryptographic Algorithms

Modules

« Cipher Types






libSRTP 4.5 Cipher Types
45.1 Detailed Description

A cipher_type_id_t is an identifier for a cipher_type; only values given by the defines above (or those present in the
file crypto_types.h) should be used.



libSRTP 4.5 Cipher Types
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4.6 Authentication Function Types

Each authentication function type is identified by an unsigned integer. The authentication function types available in
this edition of libSRTP are given by the defines below.

Defines

#define NULL_AUTH 0
The null authentication function performs no authentication.

#define UST_TMMHv2 1
UST with TMMH Version 2.

#define UST_AES_128 XMAC 2
(UST) AES-128 XORMAC

#define HMAC_SHA1 3
HMAC-SHA1.

#define STRONGHOLD AUTH HMAC_SHAL1
Strongest available authentication function.

Typedefs

« typedef uint32_t auth_type_id_t
An auth_type_id_t is an identifier for a particular authentication function.

4.6.1 Detailed Description
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4.6.2 Define Documentation

46.2.1 #define HMAC_SHA1 3
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4.8 Cryptographic Kernel

Modules

« Ciphers

A generic cipher type enables cipher agility, that is, the ability to write code that runs with multiple cipher types. Ciphers






libSRTP 4.9 Ciphers

4.9.1.2 err_status_t cipher_encrypt (cipher_t cipher, void
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libSRTP 5.2 debug_module_t Struct Reference
5.2 debug_module t Struct Reference

The documentation for this struct was generated from the following file:

e err.h

45
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5.3 srtp_event data t Struct Reference

srtp_event_data_t is the structure passed as a callback to the event handler function

Data Fields

* srtp_t session
e srtp_stream_t stream
« srtp_event_t event

5.3.1 Detailed Description

The struct srtp_event_data_t holds the data passed to the event handler function.

5.3.2 Field Documentation
5.3.2.1 srtp_event tsrtp_event data_t::event

An enum indicating the type of event.

5.3.2.2 srtp_tsrtp_event data_t::session

5.3.2.n0 0 1 rg 0 0 3115(ent)-2505(tyo60 GENnnd50(of)-250(e)25(v)15(ent.)] TI/F32 9.9626 62 Tf 72 692. 0 1)-25 0 1 [(5.3.2.2)-1000(
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